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Outline

• Theoretical background
• Hands-on tutorial
• Deploy your own system
• Inter-cloud communication
• Q&A – time to work!
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Before start…

Clone repositories: 
• https://github.com/eclipse-arrowhead/core-java-spring
• https://github.com/arrowhead-f/sos-examples-spring/tree/master
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Theoretical Background
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The automation technology transition
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Digitalization and Automation System Requirements

• Real-time performance 
• System safety
• Internet of Things (IoT), interoperability
• IT security and associated system safety
• Engineering simplicity to reduce, design- and run-time change, costs
• Scalability to very large system of systems (> 106 IoT’s)
• System evolvability over time and technology generations
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The global cloud approach

A Survey of Commercial Frameworks for the Internet of Things. Hasan Derhamy, Jens Eliasson, 
Jerker Delsing, and Peter Priller, SOCNE workshop at ETFA 2015, Luxemburg
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Local Cloud Meeting Automation Requirements
Automation is local
Local clouds shall provide

A protective fence
Against external communication

Inter cloud service exchange

Thus protecting sensitive automation operations as
Real time closed control loops
Safety critical operations
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IoT-SoS Architectures & Platforms
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Local Cloud Key Properties
• Self-contained
• Provide a strong security fence to external

networks
• Interoperability between systems within a local

cloud is established through services of
information ex-change

• System of Systems integration
• Automation support – both design- and runtime
• Security in relation to bootstrapping, software

up- date, and communication in general
• Inter-cloud service exchanges
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Mandatory Core Systems And Services

• Keeps track of all active services produced within a local cloud. 

ServiceRegistry system

• Provides Authentication, Authorization and optionally Accounting of a 
system consuming a produced service. 

Authorization system

• Provides a mechanism for distributing orchestration rules and service 
consumption patterns. 

Orchestration system
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Understanding Service Registration

The query method is used to find and translate a symbolic service name into a physical endpoint, for example 
an IP address and a port.
The register method is used to register services. The services will contain various metadata as well as a 
physical endpoint.
The unregister method is used to unregister service instances that were previously 
registered in the Registry.
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Understanding Service Registration

The query method is used to find and translate a symbolic service name into a physical endpoint, for example 
an IP address and a port.
The register method is used to register services. The services will contain various metadata as well as a 
physical endpoint.
The unregister method is used to unregister service instances that were previously 
registered in the Registry.

CAUTION: Service providers register automatically,
but service consumers currently require manual
registration.
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Understanding the Orchestration 
• Store Orchestration:

Utilize the storage information from the database, focusing on the PROVIDER-
CONSUMER-SERVICE triplets.

• Dynamic Orchestration:
Query the registry based on the service request.
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Orchestration Flags
• matchmaking: the service automatically selects exactly one provider from the
appropriate providers (if any),
• metadataSearch: query in the Service Registry uses metadata filtering,
• onlyPreferred: the service filters the results with the specified provider list,
• pingProviders: the service checks whether the returning providers are online and
remove the unaccessible ones from the results,
• overrideStore: Services uses dynamic orchestration if this flag is true, otherwise it
uses the orchestration store,
• enableInterCloud: the service can search another clouds for providers if none of
the local cloud providers match the requirements,
• triggerInterCloud: the service skipped the search in the local cloud and tries to
find providers in other clouds instead
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Understanding Authorization
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Certificates
https://github.com/eclipse-arrowhead/core-java-spring/wiki

Arrowhead Framework's security is relying on SSL Certificate Trust Chains. The Arrowhead trust chain
consists of three level:

1. Master certificate: arrowhead.eu
2. Cloud certificate: my_cloud.my_company.arrowhead.eu
3. Client certificate: my_client.my_cloud.my_company.arrowhead.eu

The Key-Store
The Key-Store is intended to store the certificates and/or key-pair certificates.

The Trust-Store
The Trust-Store is containing those certificates, what the web-server 
considers as trusted ones.
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Support Systems
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Resources

GitHub: https://github.com/eclipse-arrowhead/core-java-spring
https://github.com/arrowhead-f

Wiki:   https://github.com/eclipse-arrowhead/core-java-spring/wiki
Papers
Book  IoT Automation: Arrowhead Framework

It can be installed using: 
• Docker
• Debian Installers
• Source code ( MySQL and Maven) 

Windows, Mac OS and Linux based OS
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Documentation Structure

A three-level documentation structure is 
defined: 
• System of Systems level
• System level
• Service level. 
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Running the Mandatory Core Systems

1. Download /clone the git folders. 
2. Core systems folder  built the projects: “mvn clean install”
3. Run core systems 

Minimal set: 
1st Service Registry
2nd Authorization
3rd Orchestration

“java –jar  ---------.jar”



www.arrowhead.eu

fPVN

Security Insights 
by Prof. Markus Tauber
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Hands-on Tutorial
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Running the Mandatory Core Systems

1. Download /clone the git folders. 
2. Core systems folder  built the projects: “mvn clean install”
3. Run core systems 

Minimal set: 
1st Service Registry
2nd Authorization
3rd Orchestration

“java –jar  ---------.jar”
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Getting Familiar with the Project 
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Configuring the Database!

1st Scripts folder run create_arrowhead_tables.sql
2nd Creare users and set priviledges ( follow create_empty_arrowhead_db)
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Arrowhead Management Tool Chain

• Arrowhead Certificate Generator
• Arrowhead Framework Installer
• Arrowhead Management Tool

https://www.aitia.ai/products/arrowhead-tools/

VIDEO TUTORIAL 
https://www.youtube.com/watch?v=e5zrY1aqgB
Q&t=1916s
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1. Demo folder  built the projects: “mvn install”
2. Demo folder  run the jar generated (Script or individual jars) 

 ERROR  The database has to be configured!
1. Open the MySQL Arrowhead database and configure the database  next slide
2. Run again!Working!

Pre-requisites: 
• Java 11 
• Maven 
• MySQL  Arrowhead database script running

Running An Example - Steps
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Register the consumer systems manually. 
Register the authorization rules in the: 

• Intra cloud authorization.
• Intra cloud interface authorization.

Running An Example - Steps DATABASE CONFIGURATION
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Register the consumer systems manually. 
Register the authorization rules in the: 

• Intra cloud authorization.
• Intra cloud interface authorization.

Running An Example - Steps DATABASE CONFIGURATION
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Deploying Your Own System
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Deploying Your Own Provider - Steps

Modify the:
1. Provider properties and constants.
2. Service Resources (Service definition, method, interfaces and 

metadata).
3. Customize data structures/classes and databases.
4. Certificates. 
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Core systems 
communication and 
security configuration

DON’T MODIFY

Deploying Your Own Provider - Steps



www.arrowhead.eu

Core systems 
communication

ADD SERVICE REGISTRATION

Deploying Your Own Provider - Steps
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Object class 
(POJO)

CUSTOMIZE

Deploying Your Own Provider - Steps
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Database 
functions CUSTOMIZE

Deploying Your Own Provider - Steps
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Important 
functions

MODIFY

Constants

Deploying Your Own Provider - Steps
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Important 
functions

MODIFY

Resources

Deploying Your Own Provider - Steps
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Important 
functions

MODIFY

Resources

Deploying Your Own Provider - Steps
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Important 
functions

DON’T MODIFYMain class

Deploying Your Own Provider - Steps
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Deploying Your Own Consumer - Steps

Modify the:
1. Consumer properties and constants.
2. Orchestration Flags.
3. Service Request (Service definition, interfaces and metadata).
4. Implement your own consumer logic (classes, request and 

response)  Client.
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Looking At The Demo Example
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Looking at the demo example
Page 49
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Looking at the demo example
Page 50

Service Request Form
Service name

Interface

Flags
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Looking at the demo example
Page 51

Communication with 
the Orchestrator
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Looking at the demo example
Page 52

Consume Service
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General tips

• Read carefully the git-wiki documentation.
• Before creating your own consumer understand what means each flag for the 

Orchestrator and decide which are the one that you need.
• If you have any problem with the code contact the AITIA team via the GitHub or 

the Slack group.
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Just a little more…

Inter Cloud Communication



www.arrowhead.eu

fPVN

System of Systems
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Local Clouds Interaction
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Gatekeeper - Gateway 
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Gatekeeper Operation
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