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Why?

© Dilbert 



Outline I

 Introduction 

 Secure Onboarding in Arrowhead 

 Security Standards & Guidelines 

 Integration of continuous standard compliance verification in Arrowhead 



Introduction 
& where I work 

 Research Studios Austria, Not-for-Profit Research Organisation, since 2002 

 7 Research Studios in Salzburg, Linz, Vienna, and St Pölten (Austria)

 RSA Studios focus-topics include  Geo-Informatics, IoT- & Cloud-
Infrastructures, Digital Knowledge Transfer, Augmented & Virtual Reality up to 
Big Data Analytics, AI,..

 Possibility of Internships, etc.

 For papers, past projects – check www.markus.tauber.co.at

Digital Production 
& the Green Deal 

Research Topics in 
emerging Trends 

Integration into structured 
academic training 



Austrian Partner (AIT, CISC, RSA, TTControl, TTTech, AVL und 
SmartGreenery) in Use Cases Forestry & vertical farming

RSA Main Topics: Supporting the vertical farming use case 
regarding IoT infrastructure. Where vertical farm entities are 
considered in scalable “boxes”. Furthermore collection of sensor-
data and investigation of the correlation of physical and digital 
scalability (considering synergies to data space topics) 

What we do, example project:

AGRARSENSE - Smart, digitalized components and 
systems for data-based Agriculture and Forestry

HORIZON-KDT-JU-2021-1-IA

Coordinator: Komatsu Forest (Sweden) 
In total 57 Partner

Runtime 3 years, start 1.1.23

UC Forestry

Autonomy



Secure onboarding
Disclaimer: Work in progress, draft code in git



Secure onboarding to the Arrowhead local
cloud (Disclaimer: Draft Code in git) 



Onboarding Procedure



Security Standards



Security Guidelines & Info  

 ISO/IEC 27000:2016 Overview of “information security management systems” (ISMS), 
terms, and definitions commonly used in the ISMS standards. 

 ISO/IEC 27001:2013 requirements for implementing, maintaining, and continually 
improving ISMS (includes risk assessment)

 ISO/IEC 27002:2013 guidelines for organizational information security standards and 
information security management practices including controls (based on 27001)

 ISO/IEC 27017:2015 provides controls and implementation guidance for both cloud 
service providers and cloud service customers (in addition to 27002).

 ISO/IEC 27018:2014 establishes commonly accepted control objectives, controls and 
guidelines for implementing measures to protect Personally Identifiable Information 
(PII) in accordance with the privacy principles in ISO/IEC 29100 for the public cloud 
computing environment.

 IEC 62443 is an international series of standards that address cybersecurity for 
operational technology in automation and control systems. The standard is divided 
into different sections and describes both technical and process-related aspects of 
automation and control systems cybersecurity in industrial internet of things. 



ISO27017 – examples  
Duties and responsibilities between Cloud Service 
Customer & Cloud Service Provider must be defined 
and documented regarding e.g. Operations Security 
Controls (12)



CIS Benchmarks
Examples for IoT 
URL https://www.cisecurity.org/cis-benchmarks (register for free) 



More ..





Continuous Security 
Standard compliance 

evaluation in Arrowhead
Disclaimer: Work in progress, draft code in git



Compliance 
 ID: [MSI-5] - Secure Boot

 Source: [ISO 27002, ISO 27017, ISO 15408]

 Definition: Secure boot supports integrity by checking and identifying if the
firmware of each device, operating system and software is valid. Without secure
boot, attackers can easily take advantage of several pre-boot points including
the system firmware and running a non-secure operating system

 Monitoring plugin: Secure boot can be monitored by integrating probes that
check if the operating system uses Unified Extensible Firmware
Interface (UEFI)

 Monitoring Value: True or False

 Monitoring Script (Agent)
#!/usr/bin/python3
import os, sys
if(os.path.exists(‘/sys/firmware/efi’)):

print(‘OK – System was booted using EFI’)
sys.exit(0);

else
print(‘CRITICAL – System was not booted using EFI’)
sys.exit(2);
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More Code …



Security in IoT Frameworks



 We are never secure, but we can be compliant with security standards! 

 Silia Maksuti, Ani Bicaku, Mario Zsilak, Igor Ivkic, Balint Péceli, Gabor Singler, Kristof Kovács, 
Markus Tauber, Jerker Delsing "Automated and Secure Onboarding for System of Systems," in 
IEEE Access, vol. 9, pp. 111095-111113, 2021, doi: 10.1109/ACCESS.2021.3102280.

 Ani Bicaku, Mario Zsilak, Peter Theiler, Markus Tauber and Jerker Delsing, "Security Standard 
Compliance Verification in System of Systems," in IEEE Systems Journal 2021, 
doi:10.1109/JSYST.2021.3064196

 IoT – adds another layer to take care off! 

 Eaves dropping 

 Noise Jamming 

 … 

Reflect on Security & Literatur  
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