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 Fundamental concepts

— Need for lightweight security
— When is low latency a requirement for (crypto) hardware?
— How to achieve?

« Challenges of low latency crypto on hardware implementations

« Existing low-latency symmetric encryption ciphers

— PRINCE and PRINCEvV2 (2012 and 2020)
— Midori (2015)

— MANTIS (2016)

— QARMA (2017%)

— Kcipher (2020)

— SPEEDY (2021)

— Orthros (2021)

— SCARF (2022%)

— LLLWBC (2022)

— Sonic and SuperSonic (2023)
— BipBip (2023)

— loVCipher (2024)

» Physical attack resistant variants

19 Sep 2024 Low-Latency Encryption in CPS | Kavun 2
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Ubiquitous systems /I I +

~2000/2005 S

Ambient intelligence
~2005/2010

Mobility emerged
~1990

Computers communicate Vd
~1970 7

7~

Information technology born
~1960

Time
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Mobile applications e

g——

Electronic passports

Medical & sensor systems

Smart home

Automation components
Asset trackingsyste

Car key systems
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Ubiquitous Computing Era
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Hackers Can Steal a Tesla Model S in Seconds by Cloning Its Key
Fob

Weak encryption in Tesla Model S key fobs allowed all-too-easy theft, but you can set a PIN code on your Tesla to protect it.

About Calendar  Archive Links Advertise Blog

September/October 2011

A New Wireless Hack Can Unlock 100 Million Yolkswagens

Another one bites the dust (Mifare
DESFire)!

AMDY CREI L sEcuRItr ps.teiis 4023 PM

A New Wireless Hack Can
Unlock 100 Million
Volkswagens

I'm not sure it's a big surprise but this month David Oswald and Christof
Paar from the Horst Goriz Institute for IT Security in Bochum Germany have
given a paper at the CHES (Cryptographic Hardware and Embedded
Systems) conference in Japan on how to break the Mifare DESFire
MF31CD40 contactless memory chip.

el ftack right work a
MILLER/GETTY INASES

So back to basics, do we need to panic, is it important and will there be
further repercussions? Really it's no to all these questions but don't go
away yet because that would belittle the quality of their work

They used Side Channel Analysis (SCA) by using an electromagnetic probe
to contactlessly measure the power signal taken by the chip. Using these
technigues they were able to recover the 2 DES keys (56 bits each) from

£5] KAZUHIRD NOGL/AFR/GETTY TMAGES

In 2013, when University of Birmingham computer scleniist Flavio
Garcla and a team of researchers were preparing to reveal a
vulnerability that allowed them to start the ignition of millions of
Volkswagen cars and drive them off without a key, they were hit with
a lawsulit that delayed the publication of thelr research for iwo years.
But that experlence doesn’t seem to have deterred Garcia and his
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Good security designs and

Access control

Data confidentiality
Security resist attacks!

Counterfeiting mitigations

architecture needed to
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Round 1

Round 9

Round 10

Need for Security: Same Level?

Plaintext

Add round key

Key Plaintext

Add round key

] Substitute bytes I

Expandkey ] I Inverse sub bytes [ 2

Add round key

¥
¥

. g

Inverse shift rows E

_l Inverse mix cols

Add round key

Inverse sub bytes

Round 9

Inverse shift rows

¥
¥
¥

Add round key
Inverse sub bytes

Round 1

UNIVERSITY
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Conventional cryptography

— RSA

— Standard block cipher solutions (AES, etc.)

Applications in

— Servers
— PCs

— “Strong” tablets, smartphones

]
wid0,43]
Ciphertext Ciphertext
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Embedded/loT devices = Resource-constrained!

Power and Energy Consumption: Lowest Possible!

,

=» to match these constraints:

Chip Area: Limited!

Need for Tailored Cryptography: Lightweight Cryptography
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* Reduces computational efforts to provide security

— Cheaper than traditional crypto
— Not weak, but “sufficient, security

« Many different proposals/implementations especially
In the last decade

— Public-key cryptography: ECC
— Stream ciphers: Grain, Trivium, etc.
— Hash functions: Photon, Quark, etc.

— Block ciphers
Core for symmetric cryptography, stream ciphers, MACs, etc.
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loT, Al, Data and Edge Computing
in the Connected World

Home » Mews » NIST demands lightweight cryptography to protect loT devices

NIST demands lightweight
cryptography to protect loT devices
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« Lightweight Cryptography (LWC) Standardization Competition by NIST
« Specifically:
“Authenticated Encryption with Associated Data” (AEAD)

Plaintext Aditional Data —

Key

Authenticated Encryption

o se—— " =

Ciphertext Aditional Data || Tag

Nonce

Sent information

___________________________________________________________________________________________

*Figure from “L. Cardoso Santos and J. Lépez, Pipeline Oriented Implementation of NORX for ARM Processors, SBSEG'17”
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 |n round format

« ASCON selected out of 10 finalists

1. Initialization: initializes the state with the key K and nonce A
2. Associated Data Processing: updates the state with associated data blocks 4;.

3. Plaintext Processing: injects plaintext blocks P; into the state and extracts
ciphertext blocks C;.

4. Finalization: injects the key K again and extracts the tag T for authentication.

VA As L PGy FPiC P Ces T
y N A I O TP _
'—!*\ .é. '—/L T .éi. ._r*\ t ! [ Xy |
Dl™ " ] Wl ] 128 X1
a ! b b ! b b !
P L P P : P P : %
Pt .- . Ty . . . ‘ " %1 £
' ~—*ﬂ*] . — l -
IVI[K[[N 0% [|K: 0%/ 1: K0 K Yoo j«v 9" 10=120 @ (x> 19) @ (1o > 26)
l-én’ﬁ
Initialization Associated Data Plaintext Finalization X1 2 ]/‘2 = X x1:=x1 & (x> 61) ® (xg 3> 39)
Ky — —?—Xz X=X @ (e 1) & (x> 6)
The duplex sponge mode for Ascon authenticated encryption  [tex] X 1 i [/1 & 1x xg:=x @ (x5 3> 10) @ (x5 3> 17)
1
Ay —wih 1 ; o ¢ u Xg=xg ® (kg2 T) @ (xg 2> 41)
Ascon's S-box [tex] [C instructions] Ascon's linear layer

AsCON's permutation: & denotes XOR, © denotes AND, > is rotation to the right.
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ISO/IEC 29192-2:2019
Information security — Lightweight cryptography — Part 2: Block ciphers

PRESENT: An Ultra-Lightweight Block Cipher

« Simple but strong design
A. Bogdanov!, L.R. Knudsen?, G. Leander!, C. Paar!, A. Poschmann?,

M.J.B. Robshaw?®, Y. Seurin®, and C. Vikkelsoe? ¢ WG”-§tUdIed _
substitution-permutation
! Horst-Gortz-Institute for IT-Security, Ruhr-University Bochum, Germany network ( SPN)

2 Technical University Denmark, DK-2800 Kgs. Lyngby, Denmark
* France Telecom R&D, Issy les Moulineaux, France
leander@rub.de, {abogdanov,cpaar,poschmann}@crypto.rub.de
lars@ramkilde.com, chv@mat.dtu.dk

{matt.robshaw,yannick.seurin}@orange-ftgroup.com ° LOW'a rea

« Permutation is just
wiring in hardware!

» Targeting hardware

Abstract. With the establishment of the AES the need for new block
ciphers has been greatly diminished; for almost all block cipher appli-
cations the AES is an excellent and preferred choice. However, despite
recent implementation advances, the AES is not suitable for extremely
constrained environments such as REFID tags and sensor networks. In
this paper we describe an ultra-lightweight block cipher, PRESENT. Both
security and hardware efficiency have been equally important during the
design of the cipher and at 1570 GE, the hardware requirements for
PRESENT are competitive with today’s leading compact stream ciphers.
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Information security — Lightweight cryptography — Part 2: Block ciphers

« Simple but strong design

» Well-studied
plaintoxt [key register | substitution-permutation
(e nddRonnditey network (SPN)
generateRoundKeys() ST — : )
for i — 1 to 31 do - wae | o Targeting hardware
addRoundKey(sTATE, K;) v Y
sBoxLayer(STATIE) : : * Low-area
en%L?gfr(STATE) —r i  Permutation is just
update . H
addRoundKey (STATE, K 32) PLayer ’ wiring in hardware!
;f\# addRoundKey |
cip}l;';‘text.

19 Sep 2024 Low-Latency Encryption in CPS | Kavun 14



Initial Proposals

UNIVERSITY

KLEIN: A New Family of Lightweight Block Ciphers

Zheng Gong!, Svetla Nikova® and Yee Wei Law*

1 School of Computer Science, South China Normal University, China
cis.gong@gmail.com
2 Faculty of EWI, University of Twente, The Netherlands
% Dept. ESAT/SCD-COSIC, Katholicke Universiteit Leuven, Belgium
s.i.nikova@utwente.nl
* Department of EEE, The University of Melbourne, Australia
yee.wei.law@gmail.com

Abstract. Resource-efficient cryptographic primitives are essential for realizing
both security and efficiency in embedded systems like RFID tags and sensor
nodes. Among those primitives, lightweight block cipher plays a major role as
a building block for security protocols. In this paper, we describe a new fam-
ily of lightweight block ciphers named KLEIN, which is designed for resource-
constrained devices such as wireless sensors and RFID tags. Compared to related
proposals, KLEIN has advantage in the software performance on legacy sensor
platforms, while its hardware implementation can be compact as well.

//7(( OF PASSAU

 AES-like
 Works on nibbles

* |nvolution Sbox
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The LED Block Cipher* _
« AES-like

Jian Guo!, Thomas Peyrin®1, Axel Poschmann®t, and Matt Robshaw®? ° USGS PRE SENT SbOX

! Institute for Infocomm Research, Singapore

? Nanyang Technological University, Singapore ° COﬂSlStS Of StepS
3 Applied Cryptography Group, Orange Labs, France
{ntu.guo,thomas.peyrin}@gmail .com * Nu mber based on
aposchmann@ntu.edu.sg key Size

matt.robshaw@orange.com

« Each step 4 rounds

Abstract. We present a new block cipher LED. While dedicated to compact hard-
ware implementation, and offering the smallest silicon footprint among comparable
block ciphers, the cipher has been designed to simultancously tackle three addi-
tional goals. First, we explore the role of an ultra-light (in fact non-existent) key
schedule. Second, we consider the resistance of ciphers, and LED in particular, to
related-key attacks: we are able to derive simple yet interesting AES-like security
proofs for LED regarding related- or single-key attacks. And third, while we provide
a block cipher that is very compact in hardware, we aim to maintain a reasonable
performance profile for software implementation.
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 [|nitial proposals mostly address area in hardware / speed in software
e Other important metrics?

Security

Speed/Latency . Area/Power
Implementation

(serial, round-based, unrolled)
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« Area

— Usually measured in um2, but depends on technology and the
standard cell library

— Hence stated in gate equivalents (GE) independent of the
technology and library

— One GE is equivalent to the area required to implement the two-
input NAND gate (area derived by dividing the area in um2 by the
area of a two-input NAND gate)

* Cycles

— # of clock cycles required to compute and output the results
 Time

— Required time for a certain operation, i. e., # of cycles divided by

operating frequency
* Shahram Rasoolzadeh, Hardware-Oriented SPN Block Ciphers, PhD Thesis, RUB, 2020
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* Throughput
— Bit rate production of a new output w.r.t., i. e., # of output bits
divided by time (expressed in bits per second — bps —)
* Power

— Usually the power consumption estimated on the gate level by the
synthesizer tool (typically in uyW)

— Power estimations on transistor level are more accurate (more
steps in design flow)

* Energy

— Power consumption over a certain time period, i. e., multiplicating
the power consumption with the required time (typically in uJ)

* Shahram Rasoolzadeh, Hardware-Oriented SPN Block Ciphers, PhD Thesis, RUB, 2020
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 Unrolled

— Whole encryption or decryption process is computed within only
one clock cycle without using any registers in combinatorial circuit

— Low-latency

* Pipelined
— Circuit for whole encryption or decryption process is implemented

(similar to unrolled), some registers are inserted in the critical path
(path with maximum delay) to increase

— Higher throughput rate but with the cost of higher area and power
consumption

* Shahram Rasoolzadeh, Hardware-Oriented SPN Block Ciphers, PhD Thesis, RUB, 2020
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 Round-based
— Each round function of the cipher is computed within one clock cycle
— Reduces area and power at cost of decreasing throughput

o Serialized

— Each round function computed in several clock cycles, and in each
clock cycle, a small part of the round function is computed (e. g.,
only one S-box, or only one word of the linear layer)

— Lower area & power consumption, but also lowest throughput

— After a point, implementing control logic may require more overhead
than before

* Shahram Rasoolzadeh, Hardware-Oriented SPN Block Ciphers, PhD Thesis, RUB, 2020
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Hardware Software
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mCryP LBy, K \—\\CC:L “\)aee ’\25/4/
Area/ KLEIN  aTaN EFiq
Code size TWINE X Piccolo .
p@ TAN T LED C
LBy, ck T‘N\“e
Latency/
i i )
Execution time !
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The Need

IBM
"NSA

TRUSTED
COMPUTING

Conference & Exposition

New Twist on|§ecureB ue: SecureB

ue++

» | ike SecureBlue, but provides more fine-grained SecureBlue-like crypto protection
to protect information in one program from other S/W (including OS)
— Protect confidentiality & integrity of information so other S/W cannot read it or

undetectably tamper with it

Processor Chip

Caches + Crypto
for Protecting
Confidentiality &
Integrity

r
External J! Fine-grained protection

Memor '
Y i Can have many Secure

E Executables

i Each protected from other
I software and from each other

in the clear here but only when the CPU
10 | Is executing the Secure Executable

Secure Exeaktable code & data are visible

Secure Executable code and data
are encrypted here

19 Sep 2024
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[ ] Lhon
GQGGEGG

W—EW i FEE

[
& thl ' o *’&P‘ O 5‘3 N
ﬁaﬁéi}é#éﬁo#ﬁ@&}‘@f&

Numdrer of Rounds

\h
Unrolled
OO N iwNw (5/m)
ONCHION®
G @) | G ) | . Shared Datapath
- - Rzl Re
1-cycle 2 cycles 1-cycle 2 cycles

* Knezevic et al., Low-Latency Encryption — Is “Lightweight = Light + Wait*?, CHES, 2012
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Latency: Time to encrypt one block of data (ns)

. I —Cyc Ie . 2—CYCIE *ENC/DEC; Max Time-Constrained

* Knezevic et al., Low-Latency Encryption — Is “Lightweight = Light + Wait*?, CHES, 2012
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Latency: Time to encrypt one block of data (ns) - per round

M ENC/DEC W ENC

*|-cycle Architecture; Max Time-Constrained

* Knezevic et al., Low-Latency Encryption — Is “Lightweight = Light + Wait*?, CHES, 2012
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Latency: Time to encrypt one block of data -~
(Corresponding area cost in GE)

. I -cyc le . 2'CYC|e #ENC/DEC; Max Time-Constrained

| T B e e e L

————300

200

487 93, . i | | — 100
] = | | |
| | [

249 326 413

Less area possible for encryption of one block of data?

* Knezevic et al., Low-Latency Encryption — Is “Lightweight = Light + Wait*?, CHES, 2012
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ompurer CLENCE
NALICS

Latency: Time to encrypt one block of data
(Corresponding area cost in GE - per round)

3500 o3

] 3000 <

. — 2500
m ENC . znﬂﬂg
o ENC/DEC M7 _ 1500 'ig
u 1000 8
111111111 e

' % %
R T T IR AU P ARG L «-*'Q N

oy {-:;.' ‘.}a. Q N e‘@ e’@ Q7 4 QX %1‘ A’
*yﬁﬁ'*}ﬁ, & & @ﬂ&_ﬁf\ {é@e &.?-&eﬁe “i‘b@

Less area possible for encryption of one block of data?

* Knezevic et al., Low-Latency Encryption — Is “Lightweight = Light + Wait*?, CHES, 2012
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« Keep the hardware cost of one round as low as possible
— Main savings in Sbox, smaller (3/4 bit Sboxes better)
— Even among these there are significant differences

* All rounds are unrolled
— Cipher can be thought as one big round
— Number of rounds hence is important, should be minimized

* All rounds same, decreases cost
— Less round complexity as well based on components, not too low

19 Sep 2024 Low-Latency Encryption in CPS | Kavun 29
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 Slightly heavy round with less/balanced number of rounds

« Simpler key schedule
— Should be independent of number of rounds

— Constant addition instead of key schedule should be preferred, if
possible

* Minimum overhead for encryption and decryption
— Use involution

19 Sep 2024 Low-Latency Encryption in CPS | Kavun 30
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« 64-bit block, 128-bit key K,

Ko
m —a&—PRINCE ore—4— ¢

« Core cipher with 64-bit key

« 64-bit whitening keys (FX construction)

« 12 rounds

RC RC, RC; RC, RC; RC; RC» RCy RCy RCyuy
v v v ¥ v v v ¥ ¥ v
B R, A, A S M s A e A e e e
SR A R
kl RC”- .Ii.'l .Ii.'];_.-’ kl H‘-ﬁ':l ra."l .Ii.'] k]j” kl \'\4“ kl R(_—.“r_f kl
5| M W—» WM‘J <11
RC;I; ,Ef] kl RCI
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RC RC; RC; RC, RC; RC RC» RCy RCy RCyuy
v v v + v v v ¥ ¥ v
;‘ﬁ; —rﬂj > B B, B S M Sf—r-f?é’ —rﬁf’—rﬂﬁf—rﬁ;—rﬁjé
T (R I BN B ‘
k  RC, & kK, k k, k, KSk N Kk RC, Kk
Sl s M W WM’ s>

R=8RoMCo3BE,
B, (T) =+ K

E'RL". [_T:I =T+ RC;

Rige =SB ' oMCoSE and R™!' =8B 'oMCoSR™!
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Low-latency: PRINCE Core Steps

R=SRoMCoSBE, Rigmge—=SB 'oMCoSB and R™'=3B"!

B, (T) =+ K
Bre, (x) =z + RC;

SB Sbox

r |01 |2(2|4|5|6|T|E8|9|A|B|C|D|E
S| ||B|F|2|2|A|C|9|1|6|T|8|0|E|E|D|4

|

— |UNIVERSITY
//L\}] OF PASSAU
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and Mathematics

oMCoSR™!

My Ma Ms My Mo Ma My My ﬁ?(m‘_g 0 0
170 _ | Mz Ma My My 71 _ [ Ms My My Ma r_ 0o Mo o0
M | Mz My My M, . M | My My My M, , M" = M

Permutation of SR

My Mo Ma My

0o 0o MY o
0o 0 0 MW

M; is the 4 x 4 identity matrix

01 2 345 678 910111213 14 15 MC-layer multiplies the state with M’
05101549143813 2 712 1 611 ~
involution

19 Sep 2024 Low-Latency Encryption in CPS | Kavun
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Low-latency: PRINCE Core Steps

UNIVERSITY

R=8RoMCo3BE,

B, (T) =+ K

ﬁm:" I:_I!:] = T + RI:-:

RCy
RCY
ROy
RC
RCy
RCs
RCs
RC5
RCx
RCy
RCo
RCYy

OO00000000000000
13198a2e03707344
a4093822200f3140
082efa0%ecde6cR0
AR2821e638d01377
bes466cf34e90c6e
Tef24fT8fd955ch]
B5840851flacd3aa
cB882d32f25323c54
64a51195e0e3610d
d3b5a309calc2399
cDac20bTe0Tc50dd

> = c0ac20b7caTch0dd,

”f% OF PASSAU
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Rige =SB ' oMCoSE and R™!' =8B 'oMCoSR™!

(Kol|k1) =+ (Ko||P(ko)||k1)

Plz) = (z = 1)@ (z > 63)
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« 64000 Sboxes (and their inverses) with good cryptographic criteria
are implemented and synthesized to obtain average gate counts

 Smallest Sbox selected

So

0x0, 0x1, 0x2, 0xD, 0x4, 0x7, 0xF, 0x6, 0x8, 0xC, 0x5, 0x3, OxA, 0xE, 0xB, 0x9

51

0x0, 0x1, 0x2, 0xD, 0x4, 0x7, 0xF, 0x6, 0x8, 0xC, 0x9, 0xB, OxA, OxE, 0x5, 0x3

S2

0x0, 0x1, 0x2, 0xD, 0x4, 0x7, 0xF, 0x6, 0xB, 0xC, 0xB, 0x9, 0xA, OxE, 0x3, 0x5

Sy

0x0, 0x1, 0x2, 0xD, 0x4, 0x7, 0xF, 0x6, 0x8, 0xC, 0xB, 0x9, 0xA, 0xE, 0x5, 0x3

S4

0x0, 0x1, 0x2, 0xD, 0x4, 0x7, 0xF, 0x6, 0x8, 0xC, 0xE, 0xB, 0xA, 0x9, 0x3, 0x5

S5

0x0, 0x1, 0x2, 0xD, 0x4, 0x7, OxF, 0x6, 0x8, OxE, 0xB, OxA, 0x5, 0x9, 0xC, 0x3

S

0x0, 0x1, 0x2, 0xD, 0x4, 0x7, 0xF, 0x6, 0x8, OxE, 0xB, 0xA, 0x9, 0x3, 0xC, 0x5

S7

0x0, 0x1, 0x2, 0D, 0x4, 0x7, 0xF, 0x6, 0x8, OxE, 0xC, 0x9, 0x5, 0xB, OxA, 0x3

0,05

”f% OF PASSAU

s0a PRINCE SBOX

FREQUENCY
g

=2
[=]
¥}

0,01

lIIIIII||‘||| .
12 18 20 21

[i] NEIEEEEENNEEEN |‘ I| ||I|I Ill Lo .
16 17 22 23 24 25 26 27 22 29 a0 31 SZGE
Area distribution of good Sboxes (90 nm)
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Low-latency: PRINCE Cipher

Results

Tech. Nangate 45nm Generic || UMC 90nm Farsday || UMC 130nm Faraday
Constr. (U D) || 1000 | 3162 | 10000 || 1000 | 3162 | 10000 || 1000 | 3162 | 10000
PRINCE™ Areal G E 260 263 2263 7O 70 TOG i EGTO EGTO
Power{mW | J8.5 17.9 8.3 26.3 10.9 3.9 29.8 11.8 1.1
PHESENT-ED Areal (- 1) G3042 | 51631 | 50429 | 113062 | 49723 | 49698 || 119196 517940 | 51790
Power{mW | 13046 | 320.9 48.0 1436.9 | 144.9 15.5 1578.4 | 1349 127
PRESENT-128 || Area(GE) GEOOE | 6668 | BLAGT || 120271 | 54576 | H4525 || 126351 | H6732 | 56722
Power{mW | 1327.1 | 330.4 99.1 1491.1 | 149.9 17.8 1638.7 | 1374 11.6
LED-128 Areal G E) [O9E1] | 1O9GLE | 10D69T || 281240 | 286779 | 98100 || Z36T70 | 235106 [ 1114096
Power{mW') || 2470.7 | 835.7 2523 || 54050 | 1076.3 | 133.7 GAT4.8 ] 11330 1436
AES-128 Area (GE) 135061 | 135003 | 118440 | 421997 | 130835 | 118522 || 34TE60 | 141060 | 130764
Power (mW ) || 3265.8 | 1165.7 | 301.6 [ 8903.2 [ 587.4 15868 E011.2 | BVG.H 22401
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Low-latency: PRINCE Cipher (Round-based)
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k, ko

_ﬁlj&v iy |
ptext A » S _;D—DM’ 5
ctext ? w1t R EE e s

K, | I

k+a k,

D

ey jq*_hE;'

§
R

RC RC+a
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Low-latency: PRINCE Cipher (Round-based)
N
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Results

Nangate 45nm Generic UMC 90nm Faraday UMC 130mm Faraday
Area l?&'eq Power T‘put Aren ]?Teq. Power 'Tput Area F‘req Power T‘put.
(GE) [(MITz) [ (mW)|{ Ghps) || (GE) [(MTE) | (mW)|{(Gbps) || (GE) [{(MIz)| {(mW)|{Ghps)
PRINCE 3779 | 666.T7 | 5.7 | 3.566 || 3286 | 188.7 | 4.5 | 1.00 (| 3491 | 1538 | H8 | 0.82
PRESENT-80 || 3105 [ 833.3 | 1.2 LG67T || 2795 ) 2222 2.1 | 0.44 (| 2909 196.1 | 2.5 | 0.39
PRESENT-128 || 3707 | 833.3| 1.6 1T | 3301 ) 2941 3.4 0559 || 3458 | 196.1 | 2.9 (.34
LED-128 3093125 05 | 041 |[3076 | 103.1 | 1.9 | 0.13 (| 3407 | 78.13 | 24 | 0.10

AES-128 15880( 2500 | 5.8 | 291 ||14691] 78.1 | 14.3 | 0.91 ||16212( 61.3 | 188 | 0.71
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LPC55S6x MCU Block Diagram

Core Platform Timers
System Control Interfaces
—] © o sawer RN
. -~ Araog
erogrammatle Features | mctwenmes e
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PRINCEvZ2 Cipher ¥ 1 UNIVERSITY
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* NIST lightweight security requirement:

« 112-bit security with at most 2°° bytes of chosen data

* PRINCE cannot reach: Data complexity 2", time complexity 2126
« PRINCEV2

« 64-bit block, 128-bit key

« Core cipher with 64-bit key

e 12 rounds
Ry B Ry Ry Ry Ry

* Bozilov et al., PRINCEv2: More Security for (AImost) No Overhead, SAC, 2020
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PRINCEvZ2 Cipher
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f/ni(/i
Mather

RCh R R R ROy Ry
L i L [\ L i T
> RS B B R O R O R O
' ' 1 F

ky
T L ‘L T T
Yy R (e B! (e B P B D B e
'3 & J[: F 3 F 3
RO, ROy, RO, RO, RC, RC,

* Differences to PRINCE
« FX construction and alpha reflection removed
« Key schedule changed, new round constant introduced
+ Keyed middle layer

RCo RCh RCa R(a RCu RCE

RCn RCho RCs Ry RCy RCe

* Bozilov et al., PRINCEv2: More Security for (AImost) No Overhead, SAC, 2020
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PRINCEv2 New Components
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 Differences to PRINCE
* FX construction and alpha reflection removed
« Key schedule changed, new round constant introduced
« Keyed middle layer

R' =8B 'odpeo, sk, 0MC oy, o SB

ko, Ky if dec =10

ow k1, dec) =
ap(ko, k1, dec) {k1ﬂiﬁ,knlﬂ§a if dec =1

Constants

R(Cp = 0000000000000000  RCs = Tef84fTBfA055chl = RC: b o
RO, = 13198a2e03707344 R, — Taacf45384971a60 = RO, & 3

RCy = ad093822209f31d0 RCe = c882d32f75303c54 = ROy b o
RCy = 0B2efadBecdefic8S R, — 9b8deddT9cdB38cT = ROy & 3
RC4 = 452821e638d01377 Ry = d3b5a399calc2399 = BC) b o
RC: = beb466cf34e00c6c Ry = 3£84d5b5bEATO91T = RCh & 8

o = clacZBbTcO7cbidd # = 3f84d5b5b54T0917

* Bozilov et al., PRINCEv2: More Security for (AImost) No Overhead, SAC, 2020
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PRINCEv2 New Components UNIVERSITY
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 Differences to PRINCE

 PRINCE round keys
kobky , by by By By, Ry, BB, By o, BiSo, bdo, koo, kydk da

« PRINCEVZ2 round keys
ko, ky, ko, Ry, ko, kv, by, ByBB, kpba, ki®5, keda, kydF, khda, khdS

kh — k — k — k = k —= k — ko

J
ki@ B+—kiPa+—kiDB+—kPB+—kdB+—kDda+rkaps

ko < k1 ® 3 and k1 < ko & «:

ki B—kda—askdB—kdB—kdBakdDa—kds

I
ko® — ki® + ko® — kid « ko® +— kid <+ ko

a®f a®f a®f a®B adB adf ad b

* Bozilov et al., PRINCEv2: More Security for (AImost) No Overhead, SAC, 2020
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Minimum latency constrained

Techn. Mode Cipher Area |CE|Latency [ns| Energy [pJ|
ENC PRINCE 16244.25 4101177 1.993172
90 nm LE* FRINCEvZ 17661.25  4.047311 2230065
ENC/ DEC PRINCE 17808.00 4.106262 2213275
PRINCEvZ 18BEE.TH  4.151113 2424250
ENC PRINCE 19877.75  2.866T40 1.602513
65 nm LP* PRINCEw2 1879825  2.944367T 1.492794
ENC/ DEC PRINCE 1906600 2.946442 1504025
PRINCEvZ 21171.25  2.930153 1696559
ENC PRINCE 17177.00  2.521302 0.617719
Alnm LP* PRINCEv2 16556.50 2.509131 0.592155
ENC/DEC PRINCE 1737750  2.541220 0630223
PRINCEvZ 17799.50 2.583466 (0.648450
NG FRINCE 3814533 1.108886 1.258586
98 nm HPO** PRINCEvZ 3347033 1.103273 1.108789
ENC/DEC PRINCE 3529767 1.119593 1.181171
PRINCEw2 3806233 1.148603 1.299172

* LP = Low Power

** HPC = High Performance Computing

* Bozilov et al., PRINCEv2: More Security for (AImost) No Overhead, SAC, 2020
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PRINCEvZ2 Implementation UNIVERSITY

//7(( OF PASSAU

f

Minimum latency constrained

OO0reINCE Enc

—0:1% +260%

;' Tl

3nm LP 65nm LP dnm LP 28nm HPC
Technology

EI —1a31% +1.09%

= 4b — 1 [oeemsce? Enc

B BErRINCE  Enc/ Dec
- .71 0=

g sl e — 1 DoremNcE? Enc Dec

.E —_ —

E 2 -

=

E

i

=

* Bozilov et al., PRINCEv2: More Security for (AImost) No Overhead, SAC, 2020
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Minimum area constrained

Techn. Mode Cipher Area [GE] Latency [ns| Energy [pJ]
pne PRINCE  7937.50 12850008  (0.569604

S0 mm LP* PRINCEvZ 8111.25 12856450 0574683
o ENC/DEC PRINCE S183.00 14.015245 0616671
PRINCEvZ 8440.76 15513536  0.628208

pne PRINCE  8316.00 11434771  0.433378

65 nm LP* PRINCEv2? S385.25 11504968 0430286
m one/DEc PRINCE  BBT.TE 12340355 0440872

f PRINCEv2? STO2.75 13376040 0456154

pne PRINCE 856375 10.144847  0.212027

AOmem LP* PRINCEv2? SG608.50 10063908 0207317
nm ENC/ DEC PRINCE  S8780.00 10886960 0217739
PRINCEv2 9039.75 11798657 0226534

pnc PRINCE  B1O7.00 3590036 0127798

S —— PRINCEv? S8202.00 3682503 0127786
. ENGy Dig PRIWE 8426.33 4260999  0.131239

PRINCEvZ 8844.67 4323993 0.134909

* LP = Low Power
** HPC = High Performance Computing

* Bozilov et al., PRINCEv2: More Security for (AImost) No Overhead, SAC, 2020
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PRINCEv2 Implementation
e

Minimum area constrained

[
=

£0.15% q ‘RETR gy PR | voe% | [OpriNcE  Enc
Al —— [ ] — 4 [OPRINCEr2 Enc
BEreIdcE  Enc/Dec
0@ PRINCEY? Enc/ Dec

| &

Minimum area [kGE|
=
T
|

30nm LP 65nm LP 4nm LP 28nm HPC
Technology

* Bozilov et al., PRINCEv2: More Security for (AImost) No Overhead, SAC, 2020
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 Low energy oriented design
* Not necessarily for low latency but compared with PRINCE
» Cipher specifics
« 64/128-bit block, 128-bit key
« SPN: 2 bijective Sboxes (nonlinear) and involutive binary matrix (linear)

e 16/20 rounds

Hp @ Ky Kp L K Kp Kp @ Ky
1 doo ot e gum foes |
WK RKp RK1{ RKa RK 13 RK14 WK
L) = L) 3 L = L) 3
lghé*élﬁ-é:ﬁlg-é-éi LE-%*aléi—
Al 2] & AllE2]] & Al 2] .E I Z||.E i
“HElE “NFEl = “NFE|=E W= o

* Banik et al., Midori: A Block Cipher for Low Energy, ASIACRYPT, 2015
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« Turning PRINCE into a tweakable block cipher Ficuly of Gompus i

 Well understood when TWEAKEY framework is used
* Cipher specifics
« 64-bit block, 128-bit key, 64-bit tweak

* FX-design, SPN
« Midori Sbox used as it has better latency than PRINCE Sbox

* 14 rounds (PRINCE-like middle)

T [T I

k. kgD ki ki) k*% :“.? Aa-{a a-{:ra

m—p—é——p—é}}—p—ﬂl—hﬂi e e o e e e e e el e Bl = "‘RH"'R

* Beierle et al., The SKINNY Family of Block Ciphers and its Low-Latency Variant MANTIS, CRYPTO, 2016
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«  QARMA (from Qualcomm ARM Authenticator) and Maihematics

« Lightweight tweakable block cipher
*  Primarily known for its use in the ARMv8 architecture
» For protection of software as a cryptographic hash for the Pointer
Authentication Code

»  Cipher specifics
* 64/128-bit block, 128/256-bit key (round numbers 7/10 in permutation)
« An Even-Mansour cipher using three stages, with whitening keys w°® and w!' XORed
in between permutation F (and its inverse) which uses using core key k° and

parameterized by a tweak T and "central" permutation C which uses key k' and is
designed to be reversible via a simple key transformation

0

E}'_ Ec
™
P—=
A

w wl
o T T

] ;J ]

E? T ! E+a T

* Roberto Avanzi, The QARMA Block Cipher Family, ToSC, vol. 17, 2017
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* Roberto Avanzi, The QARMA Block Cipher Family, ToSC, vol. 17, 2017
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—&— PRINCE Enc

—&— PRINCE Enc/Dec
—=— PRINCEv2 Enc

—— PRINCEv2 Enc/Dec
—+&— PRINCE+v2 Enc
—+4— PRINCE+v2 Enc/Dec
—&— MANTIST Enc

—&— MANTIST Enc/Dec
—— Midorig4 Enc

—&— Midorif4 Enc/Dec
—x— [JARMAT-84 Enc
—#— [ARMAT-64 Enc/Dec

Latency [ns]

Comparison of unrolled block ciphers in NanGate 45nm Open Cell Library.

* Bozilov et al., PRINCEv2: More Security for (AImost) No Overhead, SAC, 2020
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K-Cipher: A Low Latency, Bit Length
Parameterizable Cipher

Michael Kounavis, Sergej Deutsch, Santosh Ghosh, and David Durham

Intel Labs, Intel Corporation, 2111, NE 25th Avenue, Hillshoro, OR 97124
Email: {michasle kounavis, sergej.deutsch, santosh.ghosh, david.durham}@intel com

Abstract— We present the design of a novel low latency,
bit length parameterizable cipher, ealled the “K-Cipher™. K-
Cipher = particularly useful to applications that need to support inout [state
ultra low latency encryption at arbitrary nphertext kngﬂm np [ ]
We can think of a range of networking, gaming and computing
applications that may require encrypiing data at unusual block

for different reasons, such as to make @ . . .
?.’FLE*L, unnel:cﬂl?;pted state values. Furthermore, in motlern 4 Integer addition {with carries)
applications, encryption is typically required to complete mside
stringent time frames in order not to affect performance. K-
Cipher has been designed to meet these requirements. In the
paper we present the K-Cipher design and discuss its rationale. rosunid kE'lf
‘We also present results from our engoing security analysis which
suggest that only 2 to 4 rounds are sufficient to make the cipher
operate securely. Finally, we present synthesis results from 2-
round 32-hit and G4-bit K-Cipher encrypt datapaths, produced =
using Intel's & 10 nm process tec}mulng]. Our results show that

the encrypt paths can complete in no more than T6T psec,

or 3 clocks in 3.9-4.9 GHz frequencies, nnd are associated with .

A mEximum area requirement of 15875 pm I'ﬂl:dl'rﬂj state
W hit-level reardering
output

Fig. 1. The Aggressive Adder Component of the K-Cipher Round
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K-Cipher: A Low Latency, Bit Length
Parameterizable Cipher

Michael Kounavis, Sergej Deutsch, Santosh Ghosh, and David Durham

Intel Labs, Intel Corporation, 2111, NE 25th Avenue, Hillshoro, OR 97124
Email: {michasle kounavis, sergej.deutsch, santosh.ghosh, david.durham}@intel com

Abstract— We present the design of a novel low latency,
bit leng'Lh parameterizable cipher, called the *K-Cipher™. K-
Cipher = particularly useful to applications that need to support
ultra low latency encryption at arbitrary nphertext kngﬂm
We can think of a range of networking, gaming and computing
applications that may require encrypiing data at unusual block
lengths for many different reasons, such as to make space
for other unencrypied state values. Furthermore, in modern
applications, encryption is typically required to complete mside
stringent time frames in order not to affect performance. K-
Cipher has been designed to meet these requirements. In the
paper we present the K-Cipher design and discuss its rationale.
‘We also present results from our engoing security analysis which
suggest that only 2 to 4 rounds are sufficient to make the cipher
operate securely. Finally, we present synthesis results from 2-
round 32-hit and G4-bit K-Cipher encrypt datapaths, produced
using Intel's & 10 nm process tec}mulng}'. Our results show that
the encrypt datapaths can complete in no more than 767 peec,
or 3 clocks in 3.9-4.9 GHz frequencies, nnd are associated with
A mEximum area requirement of 15875 pm

imput

w

aggressive adder using “recrdering 17 and “Round Key 1" = Kay

|

first
round

Sbox Layer based on inverters in &F[28), GF[2%), GF[2¥] etc_.., followed by “reordering 2°

3

aggressive adder using “reordering 3° and "Round Key 2"

l

sacond
round

shaox Layer based on inverters in GF(2%), GF[2Y), GF(2*) etc__, followed by “reordering 4"

0R with “Round Key 3", producing the cipher's output

Fig. 2. Two Round K-Cipher Specification

cipher

area (um’) latency (psec) number of clocks freq.

K-Cipher Enc-32,r=2 614 613 3

49 GH=z

K-Cipher Enc-64, r=2 1875

767 3 39GH=
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The SPEEDY Family of Block Ciphers

Engineering an Ultra Low-Latency Cipher from Gate Level for Secure
Processor Architectures

Gregor Leander' ™, Thorben Moos' (2, Amir Moradi' (™ and
Shahram Rasoolzadeh*? ()

* Ruhr Untversity Boclum, Horst Gertz Instituee for IT Security, Bochnm, Germany
Iirstnams. lastnansfrub.da
? Radboud University, Mijmegen, The Netherlands
Tirstnans.lastnamsdri.nl

Abstract. We Introduce 8PEEDY, & family of ultra low-latency block clphers. We mix
enginesring experties into each step of the cipher's design process {n order o create
8 secure encrypiion primitive with an extremely low latency in CMOS hardware.
The centerplece of our constructions iz & high-spesd 6-bit substitutdon box whose Yo n V2 Ya Ya Ys

coondinate functions ave reslized s pvo-lavel NAND trees. In contrast to other Figure 3: Implementation of the 6-bit 8-box of SPEEDY based on two-level NAND trees.
low-latency block ciphers such as PRINCE, PRINCEvZ, HANTIE and QARMA, we nelther
constrain ourselves by demanding decryption at low overhead, nor by requiring &
guper low area or energy. Thiz freedom together with our gate- and transistor-lavel
conslderations allows us to create &n ultra low-latency clpher which outperforms all
known salutlons 1o slngle-cyele encryption speed. Our mein result, SFEEDY-6-192, 18 &
G-round 192-bit block and 193-bie key cipher which can be executed faster in hardwara ak E E a E n = -.-. ik E E E i
than any other known encrypilon primitive (Including Ginli in Even-Mansour scheme
and the Orthres pseudorandom function) and offers 128-bit security. One round k. By ke
more, Le., BPEEDNT-7-182, provides full 192-bit security. BPEEDY primarily targets L v e .
hardware security solutions embedded in high-end CFUs, where area. and energy D — —— —— —
restrictions are secondary while high performance 12 the mumber one priority. R, withO<r<r—13 By

Keywords: Low-Latency Cryptography, High-Speed Encrypiion, Block Cipher
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Minlmum Latency [ns] o Mathemari
Commercial Foundry NanGate OOCL
Cipher 90nm LP 65nm LFP  40nm LP  28nm HPC 45nm 15nm
Ginli E-N 4532467 3330192 ZTO4TIC L17A424 | 4537304 0435060
MANTISq ARIEE20 3405400 2801383 1.97ATIS | 4470773 0.437R05
MANTIS: BA0IGEL 3722473 3234400 1421385 | 074452 0400703
MANTISq HE2IZT 49233543 3A31438 1504007 | V3OO0 0552384
Mideri LOBL255 3582221 3142355 1362237 | 4034847 0481522
OTthros IEALIZ0 2GYERIT 2401975 1087130 | AVV4E3A 0360407
PRINCE 4100177 2866740 2521302 1108586 | 4050007 0.380144
PRINCEVZ 4047311 2044357 2800131 1103273 | 407738 0387146
QARMA-Gd-oy | AOTEE4G 2020377 2408008 1134001 | 4014516  0.385281
QARMAg-Gd-r, | 4770325 3418800 2051308 1308331 | 4554445 0448031
QARMA.-Gd-oy | 5440707 3000138 3380576 1538600 | 5338362 0517003 Area [GE]
QARMAg-Gd-r, | GAOBTRE 4806543 3BL40VE  1L6OVO2Y | KOAA3ZE  0.5THNOS
QARMAg-Gd-ry | AK1ES14 3084282 2SIATES 1219624 | 4367909 0.408580 Commercial Foundry NanGate OCL
QARMA -Gy 5. DOTRET 3.BOBGTS 3.2714585 1.388383 4044835 0472708 Cipher Olmm P 65nmLP  40mm P 28nm HPO A% Tm 15nm
“ﬂ*'mi EE;‘;“MTT :-3;::2? 33‘3‘3333 igg:g: ‘;"iﬁ g:;:;;: Ginli E-N | 72644.00 S27ALOD 6310050 14405653 | SHBSET  GTAGLI5
QAR G4 oy : - : . - : MANTIEg 04575 2326450 2044895 3A0VAAR | 12AG0AT 1505400
BPEENT-B-152 | 2004643  2.1vB0YS  18ATOG4 08477l | Z1STIAS 0300466 HANTISy 23200.25  2R3AHFE 230250 4329033 | 1429547 1752250
SPEEDY-6-182 | ZA3TOTE 2630186 2277422 1032906 | 3848132 0366762 HANTISg DEIEETE  I0IIETH 0542075 KOVOR.O0 | 18663.33  10V07.50
BPEEDT-7-152 | 4901028 308Y2%7  2AA3004 1217040 | 4515M05 0431032 Nideri 18ETE.50 21098400 1756225 4145067 | 1DATRA3 1300725
SPEEDY-6-182 * | 2841130 2121748  1.8W050 0826217 | 2817971 0290961 Orthros ADG3O.TE  BIGST.O00 44TINTE TAASAAT | 3131733 30165.00
EPEEDY-6-192 + | BEROOR]  25YESAl  2.0WIRGE 1011173 | 238097 0353301 PRINCE 1624425 1987775  17177.00 3814533 | 087333 1320100
SPEEDY-7-182 * | 4174183 3020217  2AMG12  1I8GKESE | 2005325 0413950 PRINCEVZ 17E61.2%  18798.2%  1GBSG.50 2347033 | 1033200 13069.50
* = Optimized HOL code with direct Instantlation of Hbrary cells based on Flgures & and 4. QARMA -G~ 10500.75 2170675 2025500 A1°70E.00 1182487 14880.75
QURMAG-Gd-r | 2262495 2534050  226E0.00  3ASS1AAY | 14165AT  1VG2LTH
QURMA,-Gd-ry | 2661400 2032300  B4GNE.25 4040433 | IATROAZ 1077025
QURMAG-Gd-r, | ZREISTE  327A0TS  2EIRLYE  4VORRAL | 1TOOR00  22074.00
QURMAG-Gd-r, | 2026475 23FHA00 2020225 3430200 | 1235033 16GRE.TH
QARMAG-Gd-r, | 2316295 2604125 2333375 4541000 | 1ADGEO00 1R164.00
QARMAL-Gd-ry | 26EGETE 3140500 205050 A2I0S00 | 1664100 2067025
QARMAG-Gd-ry | 3053450 BSFET.TS 2001650  B408T.O0 | 1SDGIAT  2OVGLYS
BPEEDY-6-152 | AT3G4.00 5335600  4THIEN0  T44AT.00 | 2700333 34649.00
BPEEDY-6-152 | STI22.00  64438.9%  SGRIG.O0  ERCA200 | 2408500 4144525
BPEEDY-7-152 | GRATO.O0  TERTA00  GH422.00  OAEANAT | AOSK3AI 4RTIV.TS
EPEEDY-E-182 * | 4000200 5870625  BER4GYE 8031333 | 0RI000  3R07E 2N
EPEEDY-6-182 * | SOGEE.00  TOGS3.00  GESSA.00  OROMOOD | AAA23A3  AG26E.50
EPEEDY-7-182 * | TI307TE  B4RANO0  TSIOYE  1117H45S | 4281333 5410895
* = Optimized HDL code with direct instantiation of lbrary cells hased on Flgures 3 and 4.
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Orthros: A Low-Latency PRF
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Fukang Liu?® and Kazuhiko Minematsu® and Kosei Sakamoto?
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Abstract. We present Orthros, a 128-bit block pseudorandom function. It is designed
with primary focus on latency of fully unrolled circuits. For this purpose, we adopt a

parallel structure comprising two keved permutations. The round function of each -?—
128 bit

permutation is similar to Midori, a low-energy block cipher, however we thoroughly

revise it to reduce latency, and introduce different rounds to significantly improve

cryptographic strength in a small number of rounds. We provide a comprehensive, Ciphertext €
dedicated security analysis. For hardware implementation, Orthros achieves the lowest

latency among the state-of-the-art low-latency primitives. For example, using the

STM 90nm library, Orthros achieves a minimum latency of around 2.4 ns, while other

constructions like PRINCE, Midori-128 and QARMAg-128-0 achieve 2.56 ns, 4.10 ns,

4.38 ns respectively.

Keywords: Pseudorandom Function - Low Latency - Lightweight Cryptography -
Sum of Permutations
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Abstract. We present Orthros, a 128-bit block pseudorandom function. It is designed
with primary focus on latency of fully unrolled circuits. For this purpose, we adopt a
parallel structure comprising two keved permutations. The round function of each
permutation is similar to Midori, a low-energy block cipher, however we thoroughly
revise it to reduce latency, and introduce different rounds to significantly improve

cryptographic strength in a small number of rounds. We provide a comprehensive,
dedicated security analysis. For hardware implementation, Orthros achieves the lowest
latency among the state-of-the-art low-latency primitives. For example, using the
STM 90nm library, Orthros achieves a minimum latency of around 2.4 ns, while other
constructions like PRINCE, Midori-128 and QARMAg-128-0 achieve 2.56 ns, 4.10 ns,

4.38 ns respectively.
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* Tohoku University, Sendai-shi, Japan. re1.ueno. a8@tanoiin. ac. Jp 1L
4 DFKL Bremen, Genmany. m
5L [ [
1 L
Abstract. Randomized cache architectures have proven to significantly increase a 1L
the complexity of contention-based cache side-channel attacks and there fore pre- - Hy
sent an important building block for side-channel sscure microarchitectuss. By 1L-
randomizing the addme ss-to-cache-index mapping, attackers can no longer triv- o
ially construct minimal eviction sets which are fundamental for conention-based 1 " I8
cache attacks. At the same time, randomized caches maintain the flexibility of s
traditional caches, making them broadly applicable across vanous CPU fypes. ,'L,
This is a major advantage over cache parfitioning approaches. 3;’:' N
A large variety of randomized cache architectures has been proposed. However, L L &,
the actual randomization function received little attention and is often neglected
in these proposzals. Since the randomization operates directly on the critical path an 'L
of the cache lookup, the function needs to have extremely low laency. At the Ly B
same time, attackers must not be able to bypass the randomization which would
nullify the security benefit of the randomized mapping. In this paper, we proposs Jf
SCARF (Secure CAche Randomization Function), the first dedicated cache ran- an
domization cipher which achieves low latency and is cryptographically sacure in — Hy
the cache attacker model. The design methodology for this dedicated cache ci- 1L
pher enters new territory in the field of block ciphers with a small 10-bit block an
length and heavy key-dependency in few rounds. e [
O = Fi®
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Techmnology 45nm 15 nm

Abstract. Randomized cache architectures have proven to significantly increase Lk mcy I]'E-] Area [GE] LHIEHH [PEI Area IGEI
the complexity of contention-based cache side-channel attacks and there fore pre- PRINCE 474 12554 G225 49 17484
e o s e i ot i o e, MANTIS 473 P 0 A
ially construct minimal eviction sets which are fundamental for contention-basad QARMAS 440 13,915 S63.62 1B 455

ache asttacks. At the time, randomized cache intain the fexibility of
fmdjl.inual caches, :rn:;:: ﬂ'iErEI:IE'I broadly I::plfaa:hl:ﬁ:i v:riuus CPIUIII_'.I'pes. SCARF 16 15'335 M5Te 8118

This is a major advantage over cache parfitioning approaches.

A large variety of randomized cache architectures has been proposed. However,
the actual randomization function received little attention and is often neglected
in these proposzals. Since the randomization operates directly on the critical path
of the cache lookup, the function needs to have extremely low laency. At the
same time, attackers must not be able to bypass the randomization which would T 4

nullify the security benefit of the randomized mapping. In this paper, we proposs 4 i I. RCARE l 0 Prizce
SCARF (Secure CAche Randomization Function), the first dedicated cache ran- B
. . . ) . ) - . . i
domization cipher which achieves llm latency and is mr@ﬂﬂ sacure in a i+ i T o —— =
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Lei Zhang' ™ ®, Ruichen Wu'!, Yuhan Zhang!, Yafei Zheng'-,
and Wenling Wu!

! Institute of Software, Chinese Academy of Sciences, Beijing 100190, China

zhangleidiscas.ac.cn Table 7. Performance results of fully unrolled version of LLLWBC and other ciphers.
? State Key Laboratory of Cryptology, P. O. Bax 5159, Beijing, China

Cipher | Technology Latency(nz) | Area{GE) | Source
Abstract. Lightweight cipher suitable for resource constrained environ- LLLWEC | NanGate 45 nm Generic 11.76 8226 85 This paper
ment ig crucial to the security of applications such as RFID, Internet R
of Things, etc. Moreover, in rwecmt. ;gam low-latency is becoming more PRINCE | NanGate 45 nm Generic — 8263 [€]
important and highly desirable by some specific applications which need MANTIS- | UMC L1280 0.18 um 1P6M | 20.50 112009 |4]
instant response and real-time security. In this paper, we propose a new -
low-latency block cipher named LLLWEC. Similar to other known low- QaRMa; | FinFet 7 nm 6.04 17109 1]
latency block ciphers, LLLWEC preserves the important a-reflection prop-
ﬁ; ;‘:ghﬁz ielzry‘;p;znd i?:l;l:'m?i g;@vg:ruafmm?fﬁ;ogo:;’;; Table 8. Performance results of round-based version of LLLWBC and PRINCE.
used SP-type construction, the core cipher employs a variant of general
ized Feistel structure called extended GFS. It has 8 branches and employs Cipher | Technology Latency(ns) | Area|GE) | Source
byte-wize round function and nibble-wise round permutation iterated for = . -
21 rounds. We chocse the round permutations carefully together with a LLLWEC | NanGate 45 nm Generic | 0.64 1024.10 This paper
novel key schedule to guarantee the c-reflection property. This allows PRINCE | NanCate 45 nm Ceneric | — 3770 Iﬁ]
an efficient fully unrolled implementation of LLIWBEC in hardware and

the overhead of decryption on top of encryption is negligible. Moreover,
because of the involutory property of extended GFS, the inverse round
function is not needed, which makes it possible to be implemented in
round-based architecture with a competitive area cost. Furthermore, our
security evaluation shows that LLLWBC can achieve enough security mar-
gin within the constraints of security claims. Finally, we evaluate the
hardware and software performances of LLLWBC on various platforms and
a brief comparison with other low-latency ciphers is also presemted.

Keywords: Block cipher - Low-latency - Lightweight - Extended GFS
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Sonic and SuperSonic
Yanis Belkheyar!, Joan Daemen®, Christoph Dobraunig®, Santosh Ghosh®
and Shahram Rasoolzadeh®
cipher word eize (w) | block size (B) | mmber of | target security
! Digital Securlty Group, Radbond University, Mijmegen, The Netherlands [bita] [bita] rounde [bita]
\ rirsm:na.lnatnmm.nl SOMICIER 125 956 a4 195
Intel Labe, Hillsboro, USA rirstnams.lastnamedintsl, con Soncsl 2 a5g 12 24 198
SUPERSOMICZEA 138 256 N 128
Abstract. For many latency-critical operations in computer systems, ke memory SuPERSONICS12 256 512 2 128

reads/writes, adding encryption can have a big Impact on the performance. Henee,
the exlstence of cryptographic primitives with good securlty propertles and minimal
latency 18 & key element in the wide-spread Implementation of such sscurlty measures.
In thiz paper, we Introduce two new families of low-lateney permutations/block
clphers called SOMIC and SUPERSOMIC, inspired by the SIMON block clphers.
Keywords: low-latency, Slmon, Sonle, SuperSonie, Felstel structure, gate-delay-
balenced Felstal, block cipher
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o

Figure 1: Comparigon of round functione of Spaox, SoNI1C, and SUPERSONIC.
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Table 9: Unrolled implementation results on Intel 10nm with 0.85 V and 100°C.

Abstract. Recently, a memory safety concept called Cryptographic Capability Com- . Critical Path Area | Power
puting (C*) has been proposed. C% is the first memory safety mechanism that works Cipher Gate Levels | Delay [ps] | [GE] [mW]
without requiring extra storage for metadata and hence, has the potential to signifi- : = :

cantly enhé:.nce fl;le security tﬁ‘ modern I'T-systems at a’rat.her lotv cost. To a.(:l%ieve Prince h"m:f Dec 7 853 7512 12.71
this, C* heavily relies on ultra-low-latency cryptographic primitives. However, the BipBip Dec 48 622 5741 15.91
most crucial primitive required by C* demands uncommon dimensions. To partially BipBip Enc 148 1523 10776 19.23
encrypt 64-bit pointers, a 24-bit tweakable block cipher with a 40-bit tweak is needed.

The research on low-latency tweakable block ciphers with such small dimensions is not

very mature. Therefore, designing such a cipher provides a great research challenge,

which we take on with this paper. As a result, we present BipBip, a 24-bit tweakable

block cipher with a 40-bit tweak that allows for ASIC implementations with a latency

of 3 cycles at a 4.5 GHz clock frequency on a modern 10 nm CMOS technology.

Keywords: BipBip - low-latency - tweakable block cipher
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Figure 2: Structure of BipBip.
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IoVCipher: A low-latency lightweight block cipher for internet of vehicles

Xiantong Huang *", Lang Li**", Hong Zhang b, Jinling Yang ®°, Juanli Kuang ¢
Caﬂegz of Computer Science and Technology, Normal L ity 421002, China

* Hunan Provincial Key Laboratory of Intelligent Information Processing and Application, Hengyang Normal Universil wgyang 421002, China ECU of Sender ECU of Receiver
¢ Faculty of Innovation Engineering, Macay University of Science and Technology, 999078, Macao Special Administrative Region of China

Fig. 4. Encryption and decryption on CAN bus messages.

ARTICLE INFO ABSTRACT

Keywords: The data security of CAN bus system is receiving increasing attention with the rapid development of Internet
Internet of vehicles of Vehicles (IoV). However, traditional ciphers are not the best choice due to the limitations of computation,
Low latency real-rime, and resources of Electronic Control Units in vehicles. Thus, this paper proposes a lightweight block
"igh“"""‘?}“ I’l“"‘k. cipher cipher IoVCipher to protect the security of loV. It is designed focus on the latency and area in round-
Automotive security

based architectures (both encryption and decryption) to meet this resource-constrained environments. For this
purpose, two S-boxes with low latency and tiny area are constructed in this paper, one involution and one  Implementation results for fully unrolled architecture (encryption-only). Estimated for
non-involution. Considering the decryption latency, a low latency subkey generation method is designed. In MH =

addition, this paper proposes a new extended MISTY structure that makes the encryption and decryption 100 TAvon,

Electronic control units

of hardware implementations similar. In comparison to other low-latency lightweight block ciphers such as ﬂlgﬂﬁﬂ'ﬂﬂ Area ].atl:l'.lc}l’ Power El'l.l:l'g",' Throt gl’lpl.lt

PRINCE, QARMA, MANTIS and LLLWBC, IoVCipher achieves an effective balance between latency and area in .

the round-based architecture, and IoVCipher has low latency, low area, and low energy in the fully unrolled (GE'E} {M} (I‘I‘IW} {.FU} {MEIUE:I

archllacrirl::cr:puﬂyl IoVClpher :run]:le‘men:;i:;rll::Zai;mhlsm::ﬁzﬂon and encryption testbed to QMMA{‘ -, [] H-] 14 165.67 455 0.41 40,99 14 065.93
QARMA. -7, [18] 15769.33 5.34 0.45 45.29 11985.02
QARMAG-m, [18] 17908.00  5.97 0.51 51.21 10720.27
QARMA -+, [18] 15 v DD 4.94 0.44 43.50 12955.47
QARMA -, [18] 16641.00 5.80 0.48 47.69 11034.48
QARMA, -7 [18] 18963.67 6.50 0.54 54.18 9846.15
MANTIS, [18] 12660.67 4.48 0.37 36.80 14 285.71
MANTIS, [18] 14 225.67 5.07 0.41 41.07 12623.27
MANTIS; [18] 15663.33 574 0.45 44.79 11149.83
PRINCE [19] 12554.00 4.74 0.36 36.41 13502.11
LLLWBC 17093.19 B.20 0.50 49.57 7804.88
LoV Cipher BHAH. 00 .07 0.6 I5.71 157I4.82
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Attack-resistant Lightweight Crypto Implementations

« Only efficiency and functionality not adequate

« Should also be resistant against physical attacks

« Side-channel attacks (SCA)
« Fault attacks

« Countermeasures

« Masking: Threshold implementations, etc.
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Countermeasures

« Masking — Novel techniques
 Threshold Implementations
« Domain-oriented masking
« Comes with cost, sharing of secret triples/quadruples costs
(even for first-order security)

* Brings additional randomness as well
« Cost of random number generators — non-linear shift registers
(NLFSRSs)

« Redundancy against fault attacks
« For critical parts in the design (NLFSRSs)
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SCA-resistant “Threshold Implementation” of PRINCE

Bozilov et al (KU Leuven) at LWC Workshop 2016

Threshold Implementations of PRINCE:
The Cost of Physical Security

Abstraet. Threshold implementations have recenlly emerged as one ol the most popular
masking countermeasures for hardware implementations of cryptographic primitives. In the
original version of T1, the number of input shares was dependant on both security order
d and algebraic degree of a function {, namely td + 1. At CRYPTO 2015 Reparaz et al.
presenfed a way Lo perform d-th order secure implementation using d + 1 shares. Here we
analyze d + 1 and td + 1 TT versions for first and second order secure implementations of the
PRINCE block cipher. We compare a plain round-based implementation of PRINCE with
its secured versions and we report hardware figures to indicate the overhead introduced by
adding a side channel protection.
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SCA-resistant “Threshold Implementation” of PRINCE

« Applied on PRINCE Sbox: Algebraic degree 3, Class Q,q,
« Unprotected, round-based PRINCE
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SCA-resistant “Threshold Implementation” of PRINCE

» Class Q,q, sharing, first-order secure, 3 by 3 sharing
* No re-masking, sharing is uniform
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SCA-resistant “Threshold Implementation” of PRINCE

« Class Q,, sharing, second-order secure, 5 by 10 sharing
 Re-masking applied
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SCA-resistant “Threshold Implementation” of PRINCE

Results
PRINCE-128 (round-based implementation) unprotected

Technology Area (GE)

ASIC, 90nm 3589

PRINCE-128 (round-based implementation) 1st-order secure

Technology Area (GE)

ASIC, 90nm 11958

PRINCE-128 (round-based implementation) 2"4-order secure

Technology Area (GE)

ASIC, 90nm 21879
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* Development of novel resource-efficient ciphers
— Both SCA and fault attacks in mind

— With the cost of randomness in mind
 Needed for countermeasures

— Still more on low-latency!
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Thanks for listening!

Any questions?

(elif. kavun@uni-passau.de)
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